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PURPOSE: Not to reproduce a high-resolution video signal but to reproduce 
a low-resolution video signal when a cryptographic key is not suitable. 
CONSTITUTION: An analog HD signal 10 is converted to the encoded data of 
a normal-resolution video signal by an A/D converter 12, HD/SD conversion 
circuit 14 and encoder circuit 16. Those code data are converted again to 
high resolution by a decoder circuit 18 and an SD/-HD conversion circuit 20. 
A subtracter 22 subtracts the output of the SD/HD conversion circuit 20 
from the output of the A/D converter 1 2 for each picture element and 
outputs the subtracted result as an auxiliary video signal. An encoder circuit 
24 encodes the output of the subtracter 22, and a ciphering circuit 26 
ciphers the output of the circuit 24 by using a cryptographic key 28. A 
multiplexer circuit 30 multiplexes the outputs of the circuits 1 6 and 26, and 
an output device 32 outputs the multiplexed data of the circuit 30 to a 
transmission line. 
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(54) BHgOSIN &®te%£S 



(57) [ff»] 

HMQ 7^-PyHD«#10SA/D**S12, 

hd/s dse&iuk 1 4 arm^sis 1 6 trjc o mn 

fWHtiBMl 8X^SD/HDS*0»2 OfciD 
SH&fcfiEfcBg&T*. »*82 2ttA/D££Sl 2 
<offi**^SD/HD«ftHFB2 0Oa**H*ftfc« 

@K2 4tt*J«2 2©ffl;&*W»fcU •<*flS0B2 
6teBtHtSi2 8SffioT[HFB2 4©ai***^fl:T*. 
2rm&M& 3 0 filHlSS 1 6 , 2 6©£H*£;£B{fcU til 
*gg3 2*J[hIK3 OO^fifbx-^eg&KfHrt-r 
5. 
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(2) 

1 

k#bu *n*n*«F<wi:UTfia»«=ifl*i/, 

i-ra»*a i izftmom&fcmmw. 
co o 0 1] 

[g^±©fiJffl#Sr] *£93ttfttt££&B£HU <t 

Teisisi«fttfE*fltfl^©g2i«i*K:ffl*i/, eats 

[0 0 0 2] 

[S£*©t£ffi] 01 o&iaai ib, ^©xw'^u a? 
^mmnnmmmtmmom^m^a y * are* 
o. hi o»4«F^fl:KB*. 01 1 \mmt&&*m 
t. 

[ooo3] sio \z^tnmtmm-v\t, hob, 
jsmmm7i-aif^»mn <hd«*£*t. ) 

D, ::Tli jfefcSSfcl. 0B0*. 7W~-AEi6 
*3 0H2Oft*«1Jit4. HD**lC»l/ 
T. ^2«S&5 2 5*, 7WASSS3 0Hz, 19 

-r >afeo©B^»8 5 8mm<Dmitsm&&<Df!k&{Bn 

[0 0 0 4] HD A/Dajfc®g&l 1 2tt, 8fc«(3*l 
1 1 0£S#fcmft»5 4. 0 5 4MHzT?B#fcU 

f ^ y^JWDftf ffl 1 7-f >ffl»HRB 1 , 7 16H 
Bifc*. !BS#»£ (HD) /ffi#j$¥«g (SD) 
@K1 1 4tt. f'f-Wl'HDfi^*. ffifi^l&lRtf* 

¥#to©*n-en"CB»ti/2KH3i*. 5 

25*. 0Hz, ly^y^ftKXDM 

%&8 5 8HSI©ji^««g©^«m^*tU^TS. 

[o o o 5] nmmi&i 1 6«, b&@rsi i 50 



4$B¥7-1 1 5 6 3 8 

2 

tn£$tt*xV v^sdm^s:. w^ttfcc 1 rs&£ 

7 2 3tl/T»6nT^*»e««3M:T«tDCTfe 

SKI 1 8tt, «F^<KHIttl 1 6^em*$n?>^r 

-****fl;U SDffiT#£fi|£-f5. SD/HD&& 
081 2 Otttt^ftHIKl 1 8©tti^«*i«r-^(C. S 

e#fflRtf*¥#ini©-5-n-enT 2 BcnRtttn-rs 

£tK±0HDflr^fc*»-r*. W*. SD/HD£& 
13811 2 Ott, ££ttftl. 0 5 0*. 17-T>afe0 
©HBR1, 7 1 6H5f&Rtf7L'-A^i6&3 0Hz 

[0 0 0 6] 3£»81 2 2tJHD A/DB«»112 
©|fl**>6, SD/HD&&II18S1 2 0©tn*£li??§$ 

cats-rs. j**g§i 2 2©ai**tii!)i*»m^tff 

flf*HbHI8& 12 4IJ, $*8i 1 2 2 ©fcb*£. #J*. 
[0 0 0 7] #SflSlaIKl 2 6 It, «WftB8Sl 1 

6ja*sn*w^x-^ <sD«#cDfsw7*-*o t. 
«p^bia»i 2 4*^tB*sn-5^7 s -3' mmm 
m^©w^x-^) t«*BflsL. imsiaK 1 2 8 c 
aia-r*. »&^{t(Hi8§i 2 8». ^sibiH]8Si 2 6©ta 

Bff^Stl 3 OfCftoTBgHtfliU a^SBl 3 2 

nwwexk 1 2 8*>€.tUAsn5Bt^k7 i -3'$e3Si 

[0 0 0 8] H CTBt^fcl^^TH 1 2 £#0 i 3 £ 

©£3 fc *>©**»*. 

[0009] B12tJ1 9 7 7¥lfll5 B#F I P S 
fi«4 6 CHSSn&fcBOx-^liHWbBtt (D a t 
a Encryption Standard; EiTD 
ES«hiE-f. ) ©B&^-fb©7D-&^-T^n0. 01 3 
B0 1 2 ©nt^ffc©Hft«7S'f . C©DES©x-^Sf 

T, 01 2*5«fctf01 3*ffllvrR9JT*. 

[0 0 10] DESK, 0, l*e^-5 27C7 i -^C^ 
-r^^n-v^Bt^^aoTV^. DESTIt 2tcx- 
;*£6 4 f'V r-©yo>yi7!c^lt, iCflUfc 
Bta^ftBOiS-rcfcfciDlt^fcff&S. «t±6 
4t7hT*5*«. -t©55 8tfy httSS«ia©fc©© 
iBSElis; r-TS.0. ffioT, 5 6 tfy r-*<»t UT^fR 

5. 01 2BDES©Bf^b©jiS«r^f. 01 
3tMHM:0!>+4>2:ft«MkfK (R) 
[0 0 1 1] 01 2C*T«fc3C. 6 4tf>yr-©¥X« 
3:-f£B£tU>. iKHOICttBHff'CBJfel/fcCB'C 

S. *CDB, 1 eSCfcfcO. 
[0 0 12] 
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(3) 

3 

[ftl] L. = R.-t 
R.=L.-i + f K. (R.-i) 

2©si£»fe-r. l., R.B-tn-£nn&s©sj**» 

A££#©£¥#©3 2hT-;/ K££¥#©3 2tfs/ NT 
&3. K.B, 01 2©*ffllc^-r<fc3»tbT»^e.Jg 

0 1 21C*^T. St, si.lilX 

B2T&S. 

[0 0 13] MMWRfctt. AA©3"&V»<o*>*» 
t^-OESSfrfc 5 if?**. 01 2TB, AA®5 6 20 

[0 0 14] mz, 01 3£#JSL-T, 01 2C:feBS 

MtfK (R) tjww&fciwrr*. BISCUWT. 

KScfK (R) *f|s*fctt. *-TRfca*«BB«ffft 

SfrfcSdirTifcS. BjRWCB. 3 2Kyh©A*© 
3-B 1 6 M y h«tffl*C«*bTil*)ft*. COffl^tc: ^ 
«*6fl!^n&KSty hCTttCmod 2jngCT-5. 
^©iemfl?>n-5 4 8 My h£8i@©6 tfy 
/Jx^Dy^C^SJU &<oMvY*%x, S*. • • ■. 

s 8 (c«fco-?-n-?n4if>> htc^-r-s. cn«. &m 

fiU Hl*B4tf5'hCEl8SnTV^*»S, d 
<D*«tt#Wa««T**. «EoT, f K (R) HMR 

*«#flia»Tr*«i:it*#i/«6K m rib. &3 

©.fcSSCSffiST^S. BPS, 50 

[0 0 15] 

[R2] R.-i=L. 
L.-i=R.+ f K. (R.-i) 
= R. + f K. (L.) 

CiniCctO, Lo , R.*6L..., R.-i £Sf-gT#3C: 
[0 0 16] -tL-TR 1 ©Stgfc 1 6 HMIt) iSL. 

Lie, Ri 6 €:*iie)fce. z.nz&wzb?-8mwL 

[0 0 17] 011 KiRTa^fcffllTtt, £lr-^ 40 

A*RRi4o«t. eaB^soer-^tamu. mm 
1 4 2 cww*. «nM:iBin 1 4 2 iuhncs 
n&x-* 1 4 4 etwi u-T#trrs. 
iEi/<tfaton*fc»Ktt. nmtmm (010 «r 
hwmhhi 1 3 0 1±< ncmm/mmfstvttttti 

[0018] mitt. **fc©HH5e«>i!fi*fctt*. n 

6. *r*fflfc. Bf*tfl;©g«©<EB©i£©teB£fTft 
K CAT, *2l:i5R.-i, L.-i S**TV>#. 50 



*SBS¥7- 1 1 5 6 3 8 

Rt. Lo*t#f,nfce>- MMMsraRMDMOdB^OiK 
©IEe£fTfc5. rnic±0, 7c©6 4tf-y h**1»&n 

5*>w^*©ci um->fr?itfrzt. 2 s6 (@©a^ 

ffl5SP^S©(C2, 2 8 3 CfcC&S. 

[0 0 19] #^{fcleIBl 4 2K«fcO»M2n*:£:Sl7 ; 
-*B, ^m@SSl 4 6IC±D. SDflW©«F*»r-* 

tt^bdiS 1 4 8»tf H 1 5 0 (C^StlS. 

»i 4 8tt*7csnfcSDfln»tai*u a^tiagsi 
5 oB«7can&ffis&*«m*t£taa-f-5. 

[0 0 2 0] SD D/A*«MB 1 5 2 tt. flWfcEK 

1 4 s^effl^snsx^^sDm^sT^nj^m 

#CSft-T5. SD D/A^iftSSl 5 2©tB*B. * 
^«SR5 2 5*. 7V- AJ5&R3 OHzfflJtD^ 

[0 0 2 1] SD/HDgftBJSl 5 4B. SD/HD 
KftHM 1 2 0 t vmoW&lZ <fc 0 . S^ffclelB 1 4 8 
<b tiit) S n4r-f ^*2P S DI^St^ v^UH Dli 
*. JD#8S 1 5 6 \3&*Mtmit 1 5 0 ©til* 
fcSD/HDgftEJg&l 5 4©W72£;&Dg-f£. SPSS 

1 5 6©ffl*BHs»»«8*«m^fcffiaT5e*«m^ic 

HD D/A£ft§§ 1 5 8 B*JP#SS 1 5 6 ©x-f 

^^2na*s7^-D^flr#»c^isi-r5. hd d/a& 

jftjB15 8(5fflWt £3£*IR1, 0 5 0*. 7 U-i 
El&R 3 0Hz ©IftStff^Ti&S. 

b. itsiftiffl^-^icsijpsn, ?*i&**sn3. 

[0 0 2 2] 

Bfi^ftSBftRm^fcJS^RSlfeRm^fe^tc, 

[0 0 2 3] ^DBH«l*Isgf&, ^ac«R5 2 5* 

©<S»«S©*SSgT^,5Ji^i:, ^S«R1. 0 5 

©5#£SlfctffcK 

[0 0 2 4] *5SMB, COj:'5J5tW»ftl*»ftT*lfe 
[0 0 2 5] 

SB. A*BU«fSa&<E»«Sl!*«1iJffit, 

A*u&ea«f«*R*Mto. S7c$nfcfg»^s«® 
m tc «tc s ntffi8«iift«if s k a t> mm 
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5 

[0 0 2 6] 

?MaMMME*MmiiH£3 nr. ^»se*«ft^ 

©*B£ ("Tig £&. RCMMttftttMME© 

[0 0 2 7] 

[*JKfl] BIT. HIB6#BHbT*»MO*««*RW 

rs. 

[0 0 2 8] Bltt *»W©-**«©«H»fl:«tt© 
mtlA^Dy^H. 02H VMdWoffMMt? 
PyJ'HSjSr. 

[0029] jtr, si i (c^r«F^fl2se©*^s$iBj 
r*. ion HDi^ 1 1 o&ntkD. *skri. 

0 5 0*. -7V- AJ3»&3 OHxOMMMOMMH} 

12(1 ftftWiotT^y^mi:** 

r-5HD A/D^lftHlK. 1411 HD A/D^ft 

©MHrefcX&rsMMu* (hd) 

(SD) 1611 £&H&1 4©a^SS5«g 

*«F^ftr*«P*ftBIS. 1 8 littWISlslK 1 6 ©fcbrt 

*aM»fcr*a»fl:iaK. 2 pa. ft^bm&i 8©s 

Dflt^ffl*tmiIUTHD«%fc«»-r*SD/HD* 
2 211 HD A/D2&S81 2©JU*^5S 
D/HD*«@»2 0©a**B##C*Jir*«J|[ 
S. 2 411 K*»2 2fflffl*S«F^fl:r*«F^ftliI» 

•pabs. eiss 1 2-2 4 n -en-en. 01 o©isis§i 

1 2-1 2 4fc^U«l6S^«U I^DfPffl^^r?.. 
[0 0 3 0] 2 6ttft^fc@K2 4©ffl;*j£ie<ta2 8 

KttoT»^flS-r«HHWbliI*-P*D. IgHtfcfcffitL 
TH «**tt. ±ai/fcDESa«HC«P»l/fct»©*lt 

[0 0 3 1] 30 tt«F*fcEI& 1 6 ©ffl^j tffif^flsHK 

2 6©ffl:*j*£Sfl;r<E>#Srt;EH», 3 2H£Slb@gS 

3 0 tc«fc D^fi<bsn^essx-^samiii»t>iB»jK 

#fc£©ejSttfcffl#rsmaS«-C*-5. 
[0 0 3 2] 01 fc*-r«F^ft8«©IifP«KWr*. 

@ki 2~2 4ic*T?©»fpn «e*wtRi;-c*5. 

W6. SF^tBRUB, HDilf 1 0 £S#fl?«g(C 

4 fl ffl#»{fc& ©£j@tSJ;{Sx- * ri> 6 Aftfltanfettffi 

mt®&2 4©ffl*ft^x-*£ll|MHblHlB2 6tW9 
»2 8£teoTBfr«HbU £fifblsIK3 OfcBJftir*. 



(4) *JI$¥7- 1 1 5 6 3 8 

[0 0 3 3] SEoT. **««Ttt, ^ffi-ftEJK 3 0 

6©m*) t, e^bsnfc*itt**»^©«F^x-^ 

t*#«fl:U ffl**H3 2*»*«fl5lil»3 0©lH** 

^bsnrteaan*««. i«»«s^«ft^&^7cr 
jo Tcrartfi^rtBfca*. 

[0 0 3 4] H 2 fc*r«^fl:««©«|jL*KWr*. 

4 oaeMiKA^w^-^ssmrsesix-^AAS 

B. 4 2 «fiaS7*-*AA»«4 0j&>S©5*-*?iJfc. 

fH*?-jnzn*&Ma\zam**»nt®i&> 4411 

[0 0 3 5] 4 811 #*i®S84 2*>e.©SDm^©«f 

^x-* &&mtt sa^kinK. 5 0 wMtfisisitt 4 
a? 4#&®*im«ff*©^x , -**ti»fl:r*tireft: 
®ss. 5 2n ft^<b@&4 s^sa^nsxvs.** 

gg, 5 411 SD/HD^lftlH|gS2 0t^«©«iaiC«fc 

0. «-^{b®884 s^sartsnaxVs^JvsDfg^ 

SxV v'^^HDfl-^lC^SirSSD/HD^IlK. 

5 6il &mtm9&5 0©ffl*fcSD/HD^gllHl!55 
4©ffl»tttJir«aaHI. 5 8(1 JIDJSH 5 6 ©xW 
y^;HH**7^pyfll^fc«Kl-r«HD D/A*» 

jo [ 0 0 3 6 ] 0 2 c*ra»flsBB©»fl**iMir a. 
e«5 f -*A*8B4 0tt. eaM*#s©x , -**afli 

U #8I[e]S54 2K«»U »IBIsIK4 2H SDflW 

^bia»4 8fc«#t*iMbiii»4 4t«»r*. «m 
ftmK4 4 KHrefttt* (ia 1 ) ©m^® 2 8 m 
fa4 6$fot, »«nfeftfi^©ff^x-3'citsn 
fewresfcarr*. «nwi:iaK4 4cj;o»Ksnfcii 

40 n. ft^nbsns. 

[0037] cnn^D, fi^M4 8ii ft^sn 

fcxV3?*;i-SDffi<tSlH:&U flMHUBMSOtt. ft 
[0 0 3 8] SD D/AX&SS5 2H ft-f^bHIS&4 

s^effl^nsxV^vsDii^Txaym^t:: 
&&rs. sd D/AS^a»5 2©a*(i wah 

^Sci^gC5 2 5*, 71/-AJii&»3 0HzC7tD^ 

*»b*t*o. £©&«m#n ffinr»«s©^n^ 

50 [0 0 3 9] SD/HDXtt@K5 4H SD/HDf 
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(5) 

7 

Sugg! 5 6 tt, «*Hbii&5 orofflTjKSD 
/hd&&®?8 5 4©ffl*£H^«i;:2n]Jlhrs. Jng8§ 
5 6<DMM$mmmm&&®^ztt%-rz>i&&®^\zt£ 

-5. HD D/A&&8S5 8ttiDff§g5 6 ©x-f 
ai*S:7^D^#lC^-rS. HD D/A£&g§5 
8©ffl^tt. ifc3££$IU, 0 5 0*. 7>-iB«3 
0 H z <OiSi<S«fi^«m^T* 0 , M tfS5«ffl*r * 

[0040] H2t«-r*iMb8««-ett. 

StJ6T. »fcLXI4ii&Ltt88£«f3TS. ) . tffiH 

<b®&4 4(i^<7F^©x-5' • /^-^sa^-fa© 

T. HD D/A2jft@B5 8©m*fc'F^lC&0. C 

r t ^©s^ss©Hffiic »y -y xmw<o&. o tittrt 
[oo4U cwchlt, «fci/ttttt». 
3&«s4tt, ■e©«fc5fci/&a-9fl:SH©«s«is^ a? 

ny*H«)-»SST. H2£HD*W3S*l::ttBi;flF 

[0 0 4 2] 0 3T(J, *#<fblsJ&5 0*^*885 6© 
MfcX'f OSiStt. »aiblsI»4 4lCJ;0»!a:b 

*' 0' AAKISUO&AT. jDl?3g5 etc' 0' 
t«J:5l:LTTV>5. #Jb&. jELUfcWSFfcTSS 
«Kftl§IK4 4 BX-f 6 0 «flt4ftHM 5 0 © 

[0 0 4 3] 04TB, iD#S85 6 £:HD D/A^ifc 50 
83 5 8©|HH;:X-f y3=-6 2SRW\ «&L©i£t;:ttH 
D D/A**S5 8fcHfJ6*#Aa3tt*J:3R:l/t 

x-f9^6 2oa*a. »*» 5 6 <Dta*«i*a 

JRUT^***. *Hfbll»4 4*»*«:UtWSU&t* 

%7RZnZZ\t\Zt3.Z>. 

[0 0 4 4] 03&tf04Tfc}:, mm%®%\ZTZtzg> 40 
tc. X-fyf 6 0, 6 2*»»Jt:H*Lfc*», £©£? 
fcX-fy^BO. 6 2©&tg£&-^b[HiK5 ostf/x 
(4HD A/D£$gg5 8rtfcUft*j&A/Tt>J:^;:£» 

gustos. MAtf. *BMkia»4 4©fta:u««©w 

J&BfcKfcET. tt*Mb0»5 OXttHD D/A^& 
8S5 8©tHAS-J£«HiA (WAti. -tfnffl*) £ttM 

[0 0 4 5] $&. 0 3&tfB4-m. ftttl/ttftKtt* 
BMb0B4 4*S»fflLTV>*3»». X5-*H13-H«C 



#M¥7- 1 1 5 6 3 8 

S 

[0 0 4 6] iMflm££Nn&ft-rffitt#8ILr 

w-r*. 0 5i4^©^^bgs©etBs^xp-yi7@. 

■ 6ttflHWII««CD|W«|j«yny^Ht* , r. R7 
tt, £ffl«ft&©W^S4©R9!0T<&.&. 
[0 0 4 7] 2 1 0tt«f^bl/«fc5fr57^D^HD 

flwe*o. ^r-cit stasia 1, 050*, 7U- 

AM»3 0Hz©l!ftM^t»5. HD A/D&& 
Sg2 12f4. £©7*DyHD«**»*fl:«Sft5 
4. 0 5 4MHzTS*fcU 5 s * ^JHt*::**^ 

-5. ^*{bsti;tHDm^©i y-iymtz<oom%mt 

1,7 1 6U5dtft-5. 

[0 04 8] HD A/Dg&gg2 1 2©tU7jtt#«# 
W7 4)V2 2\4, 2 1 6 KBlSOStX. 7^JW2 1 
4, 2 16K«tO, *¥Htt*#flT^«Ufc#ilMI 

&m\zftmi*n, *ftenpn**i/2cm5ij4»n 

[0 0 4 9] #«4ttl7Y^2 1 4©HM)tt#¥fltt 

-f^2i8, 2 2 oicADMLmfabirKirrttMiKic 

rt»t*«»ftriE»lC»«Sn, H*Sl/2CM9[3i» 
tl5. mSC, »«»9J7^;^2 2 2, 2 2 4«#«E 
#«7-r;i/*2 1 6©m* <*¥H»S0S»|RJ©<MMME 

#£C»RU H3RSl/2fcBB§l<. 
[0 0 5 0] cnSfciD, ^^l, 7 16HJSI. 

sit^ip] 1,02 4mm<DMMmmvkm®mt> B7c 
^&©i/2©LLfs^ mwmyjwz 1 8 ©a 

A) . LHfflf Cff*»M7<r*j'2 2 0©Uft) . H 
LflM» (t«»«7^M2 2 20ffl*) . StfHHffi 
* (#«»«7-fA'^2 2 4©a*) icaiBan*. L 
l ft^©*(i*¥&^Sil 1 1> ir<£^iiia©x-^-r* 

^>lft«fllffit?*0> «£ttft5 2 5*. 7V-A^&IS 
3 0Hz, 1 5^ >SfcD©iaaift8 5 8H^©ii^» 
•*©*«flr^K«ai/TV>*. LHff^. HL 

ffi*t. HHOTIt iS^ffliiax-^Tcb-sroT. ■€■©* 

[0 0 5 1] r©#«»iiJ©^jS(CO^Ttt-f>^-7 
X-Xl 9 9 2^8flf, p. 147~169.*gc 
hf7V\*>F«F^b.i:7x-7>y h^ftil (CP 

[0 0 5 2] ^f^^blalK 22611. #«^W7 W 2 

1 8©ffi^ (LLtf) S, mfUtiCC I RI4S7 2 3 

t l rtt e> nrt>«)«i*tt«a^ffl t d c t ^m*.^ 
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